PCT 



WORLD INTELLECTUAL PROPER 
International Bu 



2rtAR 2005 

INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT) 




(51) International Patent Classification 7 
G07F 19/00, 7/10 



Al 



(11) International Publication Number: WO 00/48146 

(43) International Publication Date: 17 August 2000 (17.08.00) 



(21) International Application Number: PCT/FIOO/00072 

(22) International Filing Date: 2 February 2000 (02.02.00) 



(30) Priority Data: 

990254 



9 February 1999 (09.02.99) 



FI 



(71) Applicant (for all designated States except US): SONERA OYJ 
[FI/FI]; Teollisuuskatu 15, FIN-00510 Helsinki (FI). 

(72) Inventors; and 

(75) Inventors/Applicants (for US only): HEINONEN, Petteri 
[FI/FI]; Postipuuntie 12 D 52, FIN-02600 Espoo (FI). 
OINONEN, Sami [FI/FI]; Viides Linja 4 C 84, FIN-00530 
Helsinki (FI). 

(74) Agent: PAPULA OY; P.O. Box 981 (Fredrikinkatu 61 A), 
FIN-00101 Helsinki (FI). 



(81) Designated States: AE, AL, AM, AT, AU, AZ, BA, BB, BG, 
BR, BY, CA, CH, CN, CR, CU, CZ, DE, DK, DM. EE, 
ES, FI, GB, GD, GE, GH, GM, HR, HU, ID, IL, IN, IS, JP, 
ICE, KG, KP, KR, KZ t LC, LK, LR, LS, LT, LU, LV t MA, 
MD, MG, MK, MN, MW, MX, NO, NZ, PL, PT, RO, RU, 
SD, SE, SG, SI, SK, SL, TJ, TM. TR, TT, TZ, UA, UG, 
US, UZ, VN, YU, ZA, ZW, ARIPO patent (GH, GM, KE, 
LS, MW, SD, SL, SZ, TZ, UG, ZW), Eurasian patent (AM, 
AZ, BY, KG, KZ, MD, RU, TJ, TM), European patent (AT, 
BE, CH, CY, DE, DK, ES, FI, FR, GB, GR, IE, IT, LU, 
MC, NL, PT, SE), OAPI patent (BF, BJ, CF, CG, CI, CM, 
GA, GN, GW, ML, MR, NE, SN, TD, TG). 



Published 

With international search report. 

In English translation (filed in Finnish). 



MS. 



SIM 




PAYMENT 
APPLICATION 




1 




SMART CARD 






CLIENT 








(54) Title: METHOD AND SYSTEM FOR THE TRANSMISSION OF MESSAGES 
(57) Abstract 

The invention concerns 
a method and system for the 
transmission of payment messages 
in a system comprising a smart 
card (5), a payment application 
(1) placed on the smart card (5), a 
telecommunication connection (6) 
and a payment server (4) disposed 
in a telecommunication network 
(7) and connected to the payment 
application (1). In the method, a 
smart card client (2) is disposed 
on the smart card (5), the payment 
application (1) is connected to 
the smart card client (2), a smart 
card server (3) is provided in 
the telecommunication network 
(7), the payment server (4) is 
connected to the smart card server 
(3) and the smart card client (2) is 
connected to the smart card server 
(3) via the telecommunication 
connection (6). Hie system of 
the invention comprises a smart 
card client (2) disposed on the 
smart card (5) and connected to 
the payment application (1), and 
a smart card server (3) disposed 
in the telecommunication network 
(7) and connected both to the 

payment server (4) and via the telecommunication connection (6) to the smart card client (2). The invention is used to optimize the 
exchange of messages between the payment application (1) and the payment server (4) in a manner appropriate for a mobile communication 
system. 
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METHOD AND SYSTEM FOR THE TRANSMISSION OF MESSAGES 

The present invention relates to telecommuni- 
cation systems. In particular, the invention concerns 
the transmission of payment messages between a client 
5 application and a server. 

BACKGROUND OF THE INVENTION 

In prior art, payment systems are known in 
which e.g. a mobile station can be used to remit pay- 
10 merits . Most payment applications have been basically 
designed for an environment where the number of pay- 
ment messages to be exchanged does not significantly 
hamper the operation of the application. This means 
that the transmission path is a linear and short con- 
15 nection, e.g. like the contact between a smart card 
and a card reader, so the number of messages or the 
transmission speed does not constitute a problem. From 
the user's point of view, the transactions are exe- 
cuted at a sufficient speed. 
20 For instance, an electronic purse called Set- 

Purse, implemented on the subscriber identity module 
(SIM) of a mobile station, uses a corresponding method 
of exchange of information as when a purse is used 
with a fixed smart card reader. In a mobile station 
25 application, the payment messages have to cross a 
wireless interface, which constitutes an insecurity 
factor in the transmission path. Especially when short 
messages are used, the response time in payment trans- 
actions may become annoyingly long for the user. 
3 0 in addition, a payment system implemented on 

a smart card may be dependent on the supplier of the 
smart card. This is a problem for the mobile telephone 
operator because the payment system provided by the 
operator is dependent on another party. 
35 The object of the present invention is to 

eliminate or at least to significantly reduce the 
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problems described above. A specific object of the in- 
vention is to disclose a new type of method and system 
for optimizing the exchange of messages between a pay- 
ment application and a payment server. 

5 

BRIEF DESCRIPTION OF THE INVENTION 

The invention concerns a method for the 
transmission of payment messages in a telecommunica- 
tion system comprising a smart card, a payment appli- 

10 cation disposed on the smart card, a telecommunication 
connection and a payment server placed in a telecommu- 
nication network and connected to the payment applica- 
tion via the telecommunication connection. In the 
method of the invention, a smart card client is placed 

15 on the smart card. The payment application is con- 
nected to the smart card client. The telecommunication 
network is provided with a smart card server. The pay- 
ment server is connected to the smart card server and 
the smart card client is connected to the smart card 

20 server via the telecommunication connection. The smart 
card is e.g. a SIM card connected to a mobile station 
and the telecommunication connection is implemented as 
a wireless connection established via a GSM (Global 
System for Mobile communications) or other network. 

2 5 In a preferred embodiment of the invention, a 

new type of interface formed between the payment ap- 
plication and the payment server is used to optimize 
the number of messages crossing the radio interface. 
In an embodiment, the optimization is performed by the 

3 0 smart card client, and the message to be transmitted 

from the payment application to the payment server is 
stored on the smart card client and a message composed 
of one or more messages is sent to the smart card 
server. In a preferred case, a suitable response mes- 
3 5 sage is sent from the smart card client to the payment 
application. The .response message may be produced in 
the form of a message sent by the payment server. Op- 
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tionally, the response message is generated on the ba- 
sis of a message received by the smart card client 
from the smart card server. 

Corresponding optimization can also be imple- 
5 mented with the smart card server. Preferably, both 
the smart card client and the smart card server par- 
ticipate in the optimization, in which case a new type 
of interface is formed between the payment application 
and the payment server, an interface which, in a pre- 

10 f erred embodiment, crosses a wireless connection. In 
this case, a message to be transmitted from the pay- 
ment server to the payment application is stored on 
the smart card server and a message composed of one or 
more messages is sent to the smart card client. In an 

15 embodiment, a response message is sent by the smart 
card server to the payment server. In an embodiment, 
the response message is generated in the form of a 
message sent by the payment application. In an embodi- 
ment, the response message is generated on the basis. 

2 0 of a message received by the smart card server from 
the smart card client. 

In an embodiment of the method, the service- 
ability of the connection both between the payment 
server and the payment application and between the 

2 5 smart card server and the smart card client is ensured 

by starting the transmission of payment messages as 
communication between the payment server and the pay- 
ment application. After this, the transmission of pay- 
ment messages is continued by transmitting the mes- 

3 0 sages via the smart card client and the smart card 

server. 

The telecommunication connection to be used 
'in the invention can be selected from several differ- 
ent alternatives, e.g. depending on which alternative 
35 is the most appropriate one for the situation. One or 
more telecommunication connections may be applied in 
the invention, for example a telecommunication connec- 
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tion based on short messages or on the USSD (Unstruc- 
tured Supplementary Service Data) , WAP (Wireless Ap- 
plication Protocol) or GPRS (General Packet Radio 
Service) protocol. 
5 The invention also concerns a system for the 

transmission of payment messages in a telecommunica- 
tion system as described above. The system of the in- 
vention comprises a smart card client disposed on a 
smart card and connected to a payment application, a 

10 smart card server disposed in a telecommunication net- 
work and connected to a payment server, and a telecom- 
munication connection connecting the smart card client 
to the smart card server. 

In a preferred embodiment of the invention, 

15 the system comprises means for optimizing the exchange 
of payment messages between the payment server and the 
payment application. The optimization reduces the num- 
ber of messages transmitted over the telecommunication 
connection, thus saving radio interface capacity. 

20 The smart card client according to an embodi- 

ment of the invention comprises means for storing a 
message to be transmitted from the payment application 
to the payment server and means for sending a message 
composed of one or more messages to the smart card 

2 5 server. The smart card client preferably comprises 

means for sending a response message to the payment 
application. In an embodiment, the smart card client 
comprises means for generating a response message in 
the form of a message sent by the payment server. In 

3 0 an embodiment, the smart card client comprises means 

for generating a response message on the basis of a 
message received from the smart card server. 

The smart card server according to an embodi- 
ment of the invention comprises means for storing a 
3 5 message to be transmitted from the payment server to 
the payment application and means for sending a mes- 
sage composed of one or more messages to the smart 
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card client. The smart card server preferably com- 
prises means for sending a response message to the 
payment server. In an embodiment, the smart card 
server comprises means for generating a response mes- 
5 sage in the form of a message sent by the payment ap- 
plication. 

In an embodiment of the invention, the system 
comprises means for starting the transmission of pay- 
ment messages as communication between the payment 

10 server and the payment application and means for con- 
tinuing the transmission of payment messages so that 
the messages are transmitted via the smart card client 
and the smart card server, thus ensuring that the con- 
nection is serviceable. 

15 In an embodiment, the smart card server com- 

prises means for generating a response message on the 
basis of a message received from the smart card cli- 
ent. The telecommunication connection to be used in 
the system may consist of one or more alternatives se- 

2 0 lected from the following set: short message, USSD 

protocol, WAP protocol or GPRS protocol. 

The advantages of the invention include the 
fact that it reduces the exchange of messages in a 
payment situation. This results in considerable advan- 

25 tages in saving capacity especially as regards cross- 
ing of the radio interface. The invention also reduces 
the response times during the payment situation. Using 
a separate interface makes it possible to ensure that 
the payment databases are not visible to outsiders, 

30 thus improving data security. From the operator's 
point of view, the invention reduces the dependency on 
the smart card supplier, who may have their own manu- 
facturer-specific protocol for the exchange of payment 
messages. The invention makes it possible to establish 

3 5 interfaces to many different payment systems, thus in- 

creasing the number of alternatives. Moreover, the se- 
curity of the payment transaction is improved as fewer 
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messages are transmitted over an insecure radio inter- 
face . 

LIST OF ILLUSTRATIONS 

5 In the following, the invention will be de- 

scribed by the aid of a few examples of its embodi- 
ments with reference to the attached drawing, wherein: 

Fig, 1 is a diagrammatic representation of a 
system according to the invention; and 
10 Fig. 2 presents a diagrammatic example of a 

signalling scheme according to the invention. 

DETAILED DESCRIPTION OF THE INVENTION 

The attached drawing presents the components 

15 of the system of the invention in a diagrammatic form. 
A payment application 1 and a smart card client 2 are 
disposed on a smart card 5, which is e.g. a SIM card 
as used in a mobile communication system. The smart 
card 5 is connected to a telecommunication terminal 

20 MS, which is e.g. a mobile station consistent with the 
GSM system. The terminal MS is connected via a tele- 
communication connection 6 to a smart card server 3. 
The telecommunication connection 6 is e.g. a digital 
mobile telephone connection based on the GSM system. 

25 The telecommunication connection 6 may be implemented 
e.g. using short messages, messages consistent with 
the USSD or WAP protocol or combinations of such mes- 
sages. This description does not cover all the compo- 
nents needed for the establishment of the telecommuni- 

3 0 cation connection 6 as they are obvious to the skilled 
person. 

The smart card server 3 and the payment 
server 4 are disposed in a telecommunication network 
7. 'Telecommunication network" refers to a combination 
3 5 of transmission paths and nodes forming connections 
between two or more points for telecommunication. The 



BNSDOC1D: <WQ 00481 46A1 I > 



WO 00/48146 




PCT/FI00/00072 



telecommunication network may be e.g. a body consist- 
ing of a single component or it may be a completely 
distributed system with the smart card server 3 and 
payment server . 4 disposed in physically separate com- 
5 ponents. The smart card server 3 is so connected to 
the payment server 4 that payment messages from the 
payment application 1 to the payment server 4 are 
transmitted via the smart card server 3 and the smart 
card client 2 . In an embodiment of the invention, the 

10 connection can also be established without the smart 
card client 2 and the smart card server 3. 

In the example, the smart card client 2 is 
implemented as software on the SIM card, so the means 
comprised in the smart card client are also imple- 

15 merited as software. 'Storing means* refers to a prop- 
erty of the smart card client 2 for storing informa- 
tion on the SIM card. Using sending means, the smart 
card client 2 transfers information either to the pay- 
ment application 1 or to the telecommunication termi- 

2 0 nal MS, in which case the terminal implements the fur- 

ther transmission of the information to the smart card 
server 3 . 

The smart card server 3 and the means com- 
prised in it are implemented e.g. as software in a 

25 network component managed by the operator. The payment 
server 4 can be implemented either in the same network 
component or in a separate component, in which case a 
separate telecommunication connection is established 
between the payment server 4 and the smart card server 

30 3 . 

Fig. 2 presents an example of a signalling 
scheme according to the invention. The example repre- 
sents the implementation of a payment transaction in 
conjunction with a SetPurse type smart card purse. In 

3 5 this case, both the payment application 1 and the pay- 

ment server 4 correspond to prior- art components of 
the SetPurse payment application. 
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In a situation as encountered in prior-art 
solutions, the payment application 1 sends to the 
smart card client 2 a START message, represented by 
arrow number' 21, intended for the payment server 4. 
5 (In the description below, the arrow corresponding to 
the message is referred to by the number only.) The 
message comprises the following information elements: 
ID, a code identifying the payment application; BAL- 
ANCE, the money comprised in the payment application; 

10 SUM, the amount to be used; and NRO, the number of the 
transaction. The smart card client 2 stores the mes- 
sage 21 and sends to the payment application 1 an ac- 
knowledgement message REPLY 22, which comprises: CHAL- 
LENGE, a debiting command; MAC, a message authentica- 

15 tion code; and CHARGE CMD , message identifier. In a 
situation according to prior art, message 22 corre- 
sponds to a response message sent by the payment ap- 
plication 4. The smart card client 2 generates the re- 
sponse message without the radio interface of the 

20 telecommunication connection 6 being crossed. 

The smart card client 2 generates from mes- 
sages 21 and 22 a message 23, DEBITING, to be sent to 
the smart card server 3. This message 23 comprises the 
ID, BALANCE, SUM and NRO elements presented in message 

25 21 as well as the MAC element presented in message 22. 
The smart card server 3 stores the message 2 3 and 
sends a DEBITING message 24 corresponding to message 
21 to the payment server 4. The payment server 4 an- 
swers the message as in prior art with a REPLY message 

3 0 25 resembling message 22. In message 25, the CHAL- 
LENGE, MAC and CHARGECMD information elements may dif- 
fer from those included in message 22, in which case 
the smart card server 3 and the smart card client 2 
perform a conversion of the corresponding identifiers. 

3 5 The smart card server 3 sends to the smart card client 
2 an acknowledgement message 26, RECEIPT, which com- 
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prises the information elements CHALLENGE and MAC cor- 
responding to message 2 5 as well as BALANCE. 

The payment application 1 sends to the smart 
card client 2 a message 27, DEBITING, which comprises 
5 the information elements BALANCE, MAC and CHARGED, 
i.e. the amount payable by the payment application. 
After corresponding conversions, the message 2 7 is 
transmitted to the payment server 4 . The payment 
server 4 sends an acknowledgement message RECEIPT 28 

10 to the smart card server 3. Similarly, the smart card 
client 2 sends an acknowledgement message RECEIPT 29 
to the payment application 1. The operation of the ac- 
knowledgement messages 2 8 and 2 9 can be secured e.g. 
by having the . smart card client 2 wait for a predeter- 

15 mined length of time before sending the message 29. If 
the smart card server 3 does not receive an acknow- 
ledgement message 2 8 of the right type from the pay- 
ment server, then it will send an error message to the 
smart card client 2. 

2 0 To make sure that the connection between dif- 

ferent components is serviceable, it is possible to 
establish a connection between the payment application 
1 and the payment server 4 without the smart card cli- 
■ ent 2 and the smart card server 3 at the beginning of 

25 the payment transaction. This feature can be utilized 
e.g. in failure diagnosis. 

The invention is not restricted to the exam- 
ples of its embodiments described above, but many 
variations are possible within the scope of the inven- 

30 tive idea defined in the claims. 
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CLAIMS 

1. Method for the transmission of payment 
messages in a system comprising: 
a smart card (5) ; 
5 a payment application (1) placed on the smart card 

(5) ; 

a telecommunication connection (6) ; 
a telecommunication network (7) ; and 
a payment server (4) is disposed in the telecommu- 
10 nication network (7) and connected to the payment ap- 
plication (1) via a telecommunication connection (6) , 
characterized in that the method comprises 
the following steps: 

a smart card client (2) is disposed on the smart 
15 card (5) ; 

the payment application (1) is connected to the 
smart card client (2) ; 

a smart card server (3) is provided in the telecom- 
munication network (7) ; 

2 0 the payment server (4) is connected to the smart 

card server (3) ; and 

the smart card client (2) is connected to the 
smart card server (3) via the telecommunication con- 
nection (6) . 

25 2. System as defined in claim 1, char- 

acterized in that the exchange of payment mes- 
sages between the payment application (1) and the pay- 
ment server (4) over the interface between the smart 
card client (2) and the smart card server (3) is opti- 

3 0 mi zed. 

3. Method as defined in claim 2, char- 
acterized in that the method comprises the fol- 
lowing steps : 

a message to be transmitted from the payment 
35 application (1) to the payment server (4) is stored in 
the smart card client (2) ; and 
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a message composed of one or more messages is 
sent to the smart card server (3) . 

4. Method as defined in claim 3, char- 
acterized in that the method comprises a step 

5 wherein a response message is sent from the smart card 
client (2) to the payment application (1) . 

5. Method as defined in claim 4, char- 
acterized in that the method comprises a step 
wherein the response message is generated in the form 

10 of a message sent by the payment server (4) . 

6. Method as defined in claim 4 or 5, 
characterized in that the method comprises a 
step wherein the response message is generated on the 
basis of a message received by the smart card client 

15 (2) from the smart card server (3) . 

7 . Method as defined in claim 2 , char- 
acterized in that the method comprises the fol- 
lowing steps : 

a message to be transmitted from the payment 

2 0 server (4) to the payment application (1) is stored on 

the smart card server (3) ; and 

a message composed of one or more messages is sent 
to the smart card client (2) . 

8. Method as defined in claim 7, char- 
25 acterized in that the method comprises a step 

wherein a response message is sent to the payment 
server (4) by the smart card server (3) . 

9. Method as defined in claim 8, char- 
acterized in that the method comprises a step 

3 0 wherein the response message is generated in the form 

of a message sent by the payment application (1) . 

10. Method as defined in claim 8 or 9, 
characterized in that the method comprises a 
step wherein the response message is generated on the 

3 5 basis of a message received by the smart card server 
(3) from the smart card client (2) . 
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11. Method as defined in claim 1, char- 
acterized in that the serviceability of the 
connection is ensured by: 

starting the transmission of payment messages as 
5 communication between the payment server (4) and the 
payment application (1) ; and 

continuing the transmission of payment messages so 
that the messages are transmitted via the smart card 
client (2) and the smart card server (3) . 
10 12. Method as defined in claim 1, char- 

acterized in that the telecommunication connec- 
tion (6) is implemented using short messages. 

.13. Method as defined in claim 1, char- 
acterized in that the telecommunication connec- 
15 tion (6) is implemented using the USSD protocol. 

14. Method as defined in claim 1, char- 
acterized in that the telecommunication connec- 
tion (6) is implemented using the WAP protocol. 

15. Method as defined in claim 1, char- 
20 acterized in that the telecommunication connec- 
tion (6) is implemented using the GPRS protocol. 

16. System for the transmission of payment 
messages, comprising : 

a smart card (5) ; 

2 5 a payment application (1) disposed on the smart 

card (5) ; 

a telecommunication connection (6) ; 
a telecommunication network (7) ; and 
a payment server (4) disposed in the telecommuni- 
30 cation network (7) and connected to the payment appli- 
cation (1) via the telecommunication connection (6) , 
characterized in that the system comprises: 

a smart card client (2) disposed on the smart card 
(5) and connected to the payment application (1) ; and 

3 5 a smart card server (3) disposed in the telecommu- 

nication network (7) and connected both to the payment 



BNSDOCID: <WO_0048146A1J_> 



WO 00/48146 




PCT/FIOO/00072 



server (4) and via the telecommunication connection (6) 
to the smart card client (2) . 

17. System as defined in claim 16, char- 
acterized in that the system comprises means 

5 for optimizing the exchange . of payment messages be- 
tween the payment server (4) and the payment applica- 
tion (1) . 

18. System as defined in claim 17, char- 
acterized- in that the smart card client (2) 

10 comprises : 

means for storing a message to be transmitted from 
the payment application (1) to the payment server (4) ; 
and 

means for sending a message composed of one or 
15 more messages to the smart card server (3) . 

19. System as defined in claim 18, char- 
acterized in that the smart card client (2) 
comprises means for sending a response message to the 
payment application (1). 

20 20. System as defined in claim 19, c h a r - 

acterized in that the smart card client (2) 
comprises means for generating the response message in 
the form of a message sent by the payment server (4) . 

21. System as defined in claim 19 or 20, 
25 characterized in that the smart card client 

(2) comprises means for generating the response mes- 
sage on the basis of a message received from the smart 
card server (3) . 

22. System as defined in claim 17, char- 
30 acterized in that the smart card server (3) 

comprises : 

means for storing a message to be transmitted from 
the payment server to the payment application; and 

means for sending a message composed of one or 
35 more messages to the smart card client (2) . 

23. System as defined in claim 22, char- 
acterized in that the smart card server (3) 



BNSDOCID: <WO_0048146A1 J_> 



WO 00/48146 




PCT/FIOO/00072 



comprises means for sending a response message to the 
payment server (4) . 

24. System as defined in claim 23, char- 
acterized in that the smart card server (3) 

5 comprises means for generating the response message in 
the form of a message sent by the payment application 
(1) . 

25. System as defined in claim 22 or 23, 
characterized in that the smart card server 

10 (3) comprises means for generating the response mes- 
sage on the basis of a message received from the smart 
card client (2) . 

26. System as defined in claim 16, char- 
acterized in that the system comprises: 

15 means for starting the transmission of payment 

messages as communication between the payment server 
(4) and the payment application (1) ; and 

means for continuing the transmission of payment 
messages so that the messages are transmitted via the 

2 0 smart card client (2) and the smart card server (3) , 
thus ensuring the serviceability of the circuit. 

27. System as defined in claim 16, char- 
acterized in that the telecommunication connec- 
tion (6) is implemented using short messages. 

25 28. System as defined in claim 16, char- 

acterized in that the telecommunication connec- 
tion (6) is implemented using the USSD protocol. 

29. System as defined in claim 16, char- 
acterized in that the telecommunication connec- 

30 tion (6) is implemented using the WAP protocol. 

30. System as defined in claim 16, char- 
acterized in that the telecommunication connec- 
tion (6) is implemented using the GPRS protocol. 

35 
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